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Abstract

Redactable signature schemes and sanitizable signature schemes are methods that permit modification of a given digital
message and retain a valid signature. This can be applied to decentralized identity systems for delegating identity issuance
and redacting sensitive information for privacy-preserving verification of identity. We propose implementing these protocols
on a digital credential and compare them against other privacy-enhancing techniques to assess their suitability.

1 Introduction
A critical aspect of economic growth is the integration of the
internet as a medium for innovation [11]. It is pivotal that that
digital identities, which refer to information used by comput-
ers to represent external agents, address stakeholder concerns
[11] [4] [2]. Every digital identity system comes with its own
set of trade-offs that considers security, reliability, resilience,
accessibility, and scalability amongst many other factors [12].
A key issue is the degree on which a single party may exert
control over the operation of the system. Centralized digital
identity systems usually contain a dedicated registration pro-
cess, unique user identifiers, and the storage of information in
a central database [7]. However, the centralization of author-
ity and storage carries the risk of abuse such as exclusion and
censorship alongside individual profiling [14].
In contrast, decentralized identity systems typically approach
the issue using transparent, open networks and protocols [15].
They usually involve voluntary participation and attempt to
minimize data collection or formal enrolment. In this ap-
proach, standards such as Decentralized Identifiers and Veri-
fiable Credentials help prove set membership to establish that
individuals possess certain attributes without needing a cen-
tral authority [3].
This extended abstract examines how Redactable and Sanitiz-
able Signature Schemes can enable privacy preserving compu-
tation in the context of decentralized identity systems and
consider mitigating solutions to some of their limitations.
Redactable and Sanitizable Signature Scheme can be applied
to anonymous disclosure and delegating identity issuance re-
spectively. We propose implementing these techniques for a
decentralized identity system to better understand their per-
formance against other privacy-enhancing techniques.

2 Background
Digital signature allow users to verify the authenticity of a
message [10]. A valid signature for a given message proves the
message was sent by a known user and has not been altered

during transit [10]. Traditional digital signatures become in-
valid if even a single part of the associated message is modified
[10]. However, in some cases users may want to allow a third
party to alter a signed message and still retain a valid signature
such as removing personal details of patient data for a medi-
cal study [1]. To support this, Sanitizable Signature Schemes
(SSS) allow a designated third party, known as the sanitizer,
to change permissible parts of a signed message. Alternatively,
Redactable Signature Schemes (RSS) allow parties to redact
parts of a signed message [1]. RSS and SSS are not recent,
however research into these constructions are relatively lim-
ited compared to other privacy-enhancing techniques such as
multiparty computation and zero-knowledge proofs. For the
multitude constructions of RSS and SSS, readers should refer
to [1]. In general, these schemes are based on pairing-based
cryptography which maps elements between pairs of crypto-
graphic groups. RSS and SSS gather the altered parts of a
message and commit them cryptographically, generating a de-
rived signature from the original signature. A verification pro-
cess would confirm that this derived signature is well-formed.
Both RSS and SSS share standard security properties includ-
ing being unforgeable, the prevention of deriving information
of sanitized or redacted parts, the immutability of inadmis-
sible parts of a message, and accountability of who modifies
a message. Various constructions offering different properties
can be found in [1].

3 Applications to Decentralized Dig-
ital Identity

Though RSS and SSS have a broad range of applications,
they can be particularly useful in decentralized identity sys-
tems. The former can be applied for Verifiable Credentials
(VC) which is an open standard for digital credentials that
can represent information such as bank account ownership and
licenses by enabling selective disclosure [8]. For instance, the
issuer of a bank account ownership would be a bank, and this
information can be held by the bank account owner who be-
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comes the holder of a credential. An associated digital signa-
ture attests to this issuance. The holder manages the creden-
tials and can present it to verifiers such as mortgage companies
as needed. Verifiers can request the VC from the holders as
seen in the figure below [18]. A key step is to check if the
signature of the issuer is valid, which indicates message au-
thenticity and integrity. However, holders may not want to
disclose the entire VC content on every request, as it may
contain sensitive information depending on the format of the
digital identity.

Figure 1: DID Model proposed by W3C [18]

One option to limit VC disclosure would be using zero-
knowledge proofs to allow a party to show that a given state-
ment is true, such as being in possession of a certain amount
of cash, while not revealing any additional information be-
yond the fact that the said condition is met [13]. How-
ever, zero-knowledge proofs are complicated techniques with
multiple variants. Some require trusted setups which may
not be suitable for decentralized identity systems with vari-
ous representations and proof techniques [16]. RSS allows a
holder to redact segments of a VC but leave other components
unredacted for verification. Current theoretical performance
speed of RSS indicates that this is the more efficient solution
due to their speed and smaller signature size, while proof of
knowledge protocols may have sizes larger than the signature
of an unredacted VC.
From a credential issuer’s perspective, decentralization may
require some form of delegation for scalability. Decentralized
Identifiers (DIDs) are a type of unique identifier that is persis-
tent, verifiable, and without the need of a centralized registry
which enables a new model of decentralized digital identity.
The World Wide Web Consortium (W3C), the main interna-
tional standards organization for the World Wide Web, main-
tains an open standard for DIDs. Often, DID issuers will want
to delegate authority by allowing other nodes to issue DIDs
with the delegator’s approval. However, to avoid malicious be-
haviour from delegates, such generating dud DIDs which may
lead to Sybil attacks, there needs to be accountability. One
approach is to use a multi-signature scheme which requires the
signature of multiple parties to jointly sign a proposed DID
[9]. Using this method the delegate node would gather the
necessary information but cannot immediately issue a DID as
it requires a superior’s signature before being issued.
However, one weakness of this approach is the back-and-forth
communication required between a delegate and the delegat-
ing node. Every proposed DID needs to be checked by the
delegating node that it has been formatted correctly before
obtaining their signature to create the DID. In areas of low
connectivity and or down-time of either party, there will be
a delay in issuing DIDs from a delegate node. SSS allows a
delegating node to give a delegate blank templates that can

be modified and some SSS allow sanitization in a constrained
fashion, this will ensure that a potential DID will follow the
correct format. If the downstream entity formats the DID cor-
rectly, a valid signature can be automatically derived for the
DID without another round of communication. Like RSS, the
performance time of SSS is reasonably quick and is helped by
the relatively small number fields in a W3C DID standards.
Of course, SSS can also be applied to other hierarchical mod-
els where delegation of authority is needed, such as in Public
Key Infrastructure, where root certificate authorities delegate
authorities to subordinate certificate authorities.

4 Limitations and Mitigations

SSS and RSS possess limitations that need to be addressed.
Using SSS, a malicious delegate may generate multiple dud
instances that are correctly filled. Neither SSS nor multi-
signatures address the veracity of the input, and this issue
of a single-source oracle for decentralized system is a prob-
lem outside the scope of this abstract. However, the poten-
tial to generate multiple dud instances is somewhat limited in
a multi-signature scheme. If the issuer receives an unusually
high number of requests to approve DIDs, it may indicate ma-
licious activity and could refuse the multi-signature request.
SSS does not have traffic monitoring as sanitization requires no
communication between the two parties outside of the original
issuance of sanitizable message. One solution is to use thresh-
old cryptography, where each DID a delegate creates reveals a
share of their secret key. Crossing the threshold by generating
too many DIDs remove the autonomy of the delegate. Though
this approach seems promising, depending on the threshold it
can incur a high computational cost [17].

Another general issue of the two is the lack of post-
quantum research into the field. Whilst other techniques such
as zero-knowledge proofs and multi-party computations have
multiple instances and analysis into post-quantum variants,
there is a distinct lack of them for RSS and SSS. Only very
recently, RSS has had a lattice-based [6] and a hash-based
construction [5] proposed; more research will be needed to un-
derstand security and performance implications. SSS has no
post-quantum variant that the author is aware of, however
the use of the post-quantum SPHINCS+ scheme in RSS [5] is
promising and may be used in constructions of SSS that uses
chameleon hashes to permit sanitization.
Further work is required to examine SSS and RSS benefits
for decentralized identity systems. We aim to use RSS and
SSS on DIDs based on the W3C standard to examine the size
and speed of these schemes compared to alternatives such as
zero-knowledge proofs and multi-signatures.

5 Conclusion

Decentralized identity systems can implement selective disclo-
sure and delegate identity issuance using RSS and SSS re-
spectively. These related schemes permit the modification
of a message whilst retaining a valid signature, providing an
alternative to techniques such as zero-knowledge proofs and
threshold cryptography. However, a lack of research into the
two needs to be remedied before widespread adoption is pos-
sible. We propose future work examining the performance of
these schemes against other privacy-enhancing techniques.
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